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Introduction to ISO 27001
Understand the requirements and 
principles of ISO/IEC 27001:2022, 
the latest international standard for 
information security management 
systems (ISMS), on this 1-day practical 
Introduction to ISO 27001 training course.

Through interactive workshops and 
presentations led by highly experienced tutors, 
delegates will develop their understanding of 
ISO 27001, including its scope, structure and 
requirements. They will explore key topics, 
including the determination of risks and 
vulnerabilities to an ISMS, Annex SL, and the 
benefits and considerations of certification, with 
the aim of maintaining or achieving ISO 27001 
compliance.

Delegates will leave the course with an 
understanding of what is needed for an effective 
ISMS, and all students completing the course will 
be provided with a certificate.

COURSE DURATION
1 day

CPD
Equivalent to 7 hours 

COURSE PRICE
From £625 + VAT

DATES & VENUES
View dates & venues

CERTIFICATES
All delegates will receive a certificate 
on completion.

Course details

https://www.bywater.co.uk/course/introduction-iso-27001-training-course/#dates-list
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Who should attend?
This course is suitable for:

	• those seeking to gain knowledge of 
information security management systems 
(ISMS) and an understanding of ISO 
27001:2022 requirements

	• anyone responsible for managing 
information security within an organisation

	• those who wish to assess if they should 
obtain certification to ISO 27001

	• senior managers involved in the outcome of 
ISMS system audits

	• those who are new to auditing and 
ISO 27001 and would like to develop 
a foundation of knowledge prior to 
undertaking internal auditor and/or lead 
auditor training

The training course meets the prior 
knowledge requirements for the ISO 27001 
Internal Auditor and CQI and IRCA certified 
ISO 27001 Lead Auditor training courses. 
When booked with either of these training 
courses a discount of £100 will be applied.

Key topics
Topics covered on the course include:

	• data security and information security in the 
current environment

	• overview of the information security 
management system (ISMS) standard ISO 
27001:2022

	• assessing potential threats and 
vulnerabilities from a variety of sources

	• core structure to ISO 27001, Annex SL, and 
its potential to be aligned with other popular 
standards, including ISO 9001 and ISO 
14001

	• other standards in the ISO 27000 family, 
including ISO 27000 and ISO 27002

	• risk management
	• Annex A controls
	• benefits and considerations of certification 
to ISO 27001

	• sources of information and further 
development

Skills gained
On completion of this Introduction to ISO 
27001 course, delegates will understand:

	• the meaning of ‘information security’, 
‘management systems’ and other key 
terminology

	• the requirements and principles of ISO 
27001 and how they apply in practice

	• potential threats and vulnerabilities that an 
information security management system 
(ISMS) may encounter

	• the ISO 27001 certification process

Course agenda

Jennifer Smith 

A certificate of completion will be awarded 
to delegates who attend and fully participate 
in the course, in recognition of their new 
knowledge and understanding of ISO 27001.

https://www.bywater.co.uk/course/iso-27001-internal-auditor-training-course/
https://www.bywater.co.uk/course/iso-27001-internal-auditor-training-course/
https://www.bywater.co.uk/course/iso-27001-lead-auditor-training-course/
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Course agenda

Our training courses are designed to 
optimise the learning experience for 
delegates both in face-to-face settings  
and in our Virtual Classroom.

Under the guidance of our expert tutors, 
attendees will follow an agenda which is 
briefly outlined below:

	• Welcome and Introductions

	• Module 1 Information Security

	• Module 2 Information Security Management 
Systems

	• Workshop 1 What are your current issues?

	• Workshop 2 The Cloud – Benefits and Risks

	• Module 3 Risk Management

	• Workshop 3 Risk Assessment

	• Module 4 Annex A Controls

	• Workshop 4 ISO 27001:2022 Annex A 
Controls

	• Module 5 Aligned Standards

	• Module 6 ISMS Considerations and Features

	• Module 7 ISO 27001 Certification

	• Module 8 Knowledge Quiz

In-company training
Ideal for groups, you can receive this course 
exclusively for your organisation at your 
premises or online in our user-friendly Virtual 
Classroom.

Enjoy cost-effective flexibility and personalised 
learning with tailored messaging designed 
to address your unique business challenges.
Contact us for a quote. 

Reviews & Booking

mailto:contact%40bywater.co.uk?subject=In-company%20training%20-%20Introduction%20to%20ISO%2027001


Booking is easy

Simply select a course date and venue and 
fill in the online form. View our full range of 
courses at www.bywater.co.uk 

If you have any questions please call us on 
0333 123 9001, use our online chat or email 
contact@bywater.co.uk

Read our Information Security - ISO 27001 
course reviews

“

The tutor was clearly very knowledgeable 
and experienced in all things ISO, not 
just 27001, which was very useful and 
his experiences added context and 
clarity in a number of key areas.

Tribeca Technology Group “

This is a new area of work for me. 
The content was comprehensive and 
allowed me to develop an understanding 
of the key concepts of ISO 27001.
Capita

Why train with Bywater?

Bywater is the leading independent 
provider of professional management 
systems training in the UK. 

Our expert training offers practical 
understanding of how to realise the benefits 
and assess the success of implementing and 
operating successful management systems.

Bywater delegates know they can rely on 
proven training delivered by experts at times 
and locations to suit their needs.

40 years established

100+ course titles

15 UK locations

1000+ courses annually

  Global Virtual Classroom
 
CQI & IRCA, ISEP, RSS and IOSH approved  
training provider.

VIEW DATES & VENUES

“
Tutor was extremely good and made 
it very easy to understand the course 
content.
Rolls Royce

“

The tutor was exceptional, the pace 
of the training was great and well 
presented.
G4S FM

https://www.bywater.co.uk
https://www.bywater.co.uk
mailto:contact%40bywater.co.uk?subject=
https://www.bywater.co.uk/reviews/?cat=iso-27001
https://www.bywater.co.uk/reviews/?cat=iso-27001
https://www.bywater.co.uk/course/introduction-iso-27001-training-course/#dates-list

