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Integrated ISMS & QMS Auditor

Learn how to incorporate information
security management system (ISMS)
requirements within a quality management
system (QMS) audit.

Information Security has evolved to become an
essential part of everyday business. Breaches of
information security not only affect a business'’s
brand and reputation, but it can also impact on day
to day operations and carries legal implications
that frequently lead to companies being fined for
breaching data protection. This, in addition to
GDPR, means there is a stronger need for stricter
information security practices in companies than
ever before.

As Internal auditing is one of the fundamental
activities for maintaining and improving a
Management System, the internal auditor

plays a highly important role in determining the
effectiveness of an organisation’s information
security processes. This two-day training course is
designed to provide students with an understanding
of ISO 27001 and Information Security, both from
an implementation and auditing perspective, so that
they can incorporate information security criteria into
their existing Quality Management System audits.

COURSE DURATION
2 days

CPD
Equivalent to 14 hours

COURSE PRICE
TBC

IN-COMPANY TRAINING
Check availability

CERTIFICATES
All delegates will receive a certificate
on completion.
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Who should attend?

This Integrated ISMS & QMS Auditor Training
Course is highly suitable for:

e existing 1st, 2nd and 3rd party QMS auditors
looking to expand their knowledge to be
able to incorporate Information Security
within their QMS audits

e staff who will be involved in performing
ISMS Internal Audits

* managers responsible for Information
Security within their department or
organisation

Key topics

Topics covered on the course include:

¢ Introduction to Information Security and
Information Security Management Systems

e Integrating Information Security criteria into
Quality Management System audits

e Integrating Information Security into an
existing QMS

¢ [SO 27001 Requirements

¢ |SO 9001:2015 clauses that relate to the
management of

e information security

e The Integrated Management System
Internal Audit Process

- Planning the audit (including QMS/ISMS
checklist)

— Conducting an integrated QMS/ISMS
audit

- Reporting, including non-conformity
statements

- Follow-up

Skills gained

By the end of this course, delegates will have
gained:

* knowledge of the principles of Information
Security

¢ an understanding of the key elements of ISO
27001:2022

e an appreciation of how Information Security
forms part of ISO 9001:2015

e the skills to audit a process with Information
Security requirements

e the skills to audit a process in an integrated
way with Quality Management and
Information Security requirements.
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Delegates will also receive an Integrated ISMS
& QMS Auditor training course certificate, in
recognition of their new knowledge and skills.
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Course agenda

Our training courses are designed to
optimise the learning experience for
delegates both in face-to-face settings
and in our Virtual Classroom.

Under the guidance of our expert tutors,
attendees will follow an agenda which is
briefly outlined below:

e Welcome and Introductions

e Module 1 Introduction to Information
Security

* Module 2 Information Security Management
Systems

e Workshop 1 ISO/IEC 27001:2022 — Annex SL
e Workshop 2 ISO/IEC 27001:2022 — Annex A
e Module 3 1SO 9001 vs. ISO 27001

* Module 4 Integrating Information Security
into a QMS

* Module 5 Incidents vs. Nonconformities
e Module 6 Risks & Opportunities

* Workshop 3 Risk Assessment

e Module 7 The Audit Process

e Workshop 4 Case Study: SBS

* Workshop 4 (cont.) Preparing to Audit

e Day 1 Review

e Workshop 5 ISMS Process Audits

e Workshop 5 (cont.) Review of Checklists
e Workshop 6 Case Study: SBS

e Workshop 7 Audit Review

* Workshop 8 Nonconformity and all Post-NC
Action

* Module 8 Horror Stories and Coping
Strategies

e Course Summary

In-company training

Ideal for groups, you can receive this course
exclusively for your organisation at your
premises or online in our user-friendly Virtual
Classroom.

Enjoy cost-effective flexibility and personalised
learning with tailored messaging designed

to address your unique business challenges.
Contact us for a quote.
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Tutor had a great style, being able to
read the room and identify what was
needed to be focused on with ease.

Achilles Information Limited

The tutor delivered a highly detailed and
interesting course tailored to people of
all levels of understanding and did so in
a very professional manner.

National Security Inspectorate (NSI)

The way the tutor taught was great. He
made the content very understandable
with the examples and | never lost my
focus.

Derivco Sports

Tutor was extremely good and made
it very easy to understand the course
content.

Rolls Royce

Read our Information Security - 1ISO 27001
course reviews

Bywater

Why train with Bywater?

Bywater is the leading independent
provider of professional management
systems training in the UK.

Our expert training offers practical
understanding of how to realise the benefits
and assess the success of implementing and
operating successful management systems.

Bywater delegates know they can rely on
proven training delivered by experts at times
and locations to suit their needs.

40 years established
100+ course titles
15 UK locations

1000+ courses annually

@ Global Virtual Classroom

CQl & IRCA, ISEP, RSS and I0SH approved
training provider.

VIEW DATES & VENUES

Booking is easy

Simply select a course date and venue and
fill in the online form. View our full range of
courses at www.bywater.co.uk

If you have any questions please call us on
0333 123 9001, use our online chat or email
contact@bywater.co.uk
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