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ISO/IEC 27001:2022 Annex A 
Controls Training Course
Increase your understanding of the 
Annex A controls in ISO/IEC 27001:2022 
for greater confidence in implementing, 
managing and auditing an information 
security management system (ISMS).

This half-day ISO 27001 Annex A training course 
addresses the complex area of Annex A controls 
within ISO 27001 through a games-based 
approach, designed to make learning enjoyable 
and more effective.

Developed by an industry expert, this 
highly interactive training course is led by 
a knowledgeable tutor and ensures that all 
delegates can take part in the learning process.

The course covers all Annex A themes, with the 
greatest focus on its technological controls, 
which are often found to be a weaker area in 
ISMS auditing.

COURSE DURATION
0.5 day

CPD
Equivalent to 4 hours 

COURSE PRICE
From £295 + VAT

DATES & VENUES
View dates & venues

CERTIFICATES
All delegates will receive a certificate 
on completion.

Course details

https://www.bywater.co.uk/course/iso-iec-270012022-annex-a-controls/#dates-list
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Who should attend?
The course extends the knowledge of those 
who already have some understanding of 
ISO 27001. It is suitable for anyone who has 
already attended, or is planning to attend, an 
ISO 27001 training course. This may include:

	• internal auditors
	• lead auditors
	• certification body auditors
	• information security management system 
implementers and freelance consultants who 
have some knowledge of the basic structure 
of ISO 27001, and who may be involved in 
the design and/or auditing of an ISMS

	• managers who need to oversee specific 
activities within an information security 
management system (e.g. IT Services, 
Facilities Management).

The course is suitable for all industries, with 
the principles applicable to both product and 
service organisations.

For those who do not yet have knowledge or 
experience of ISO 27001, we recommend also 
attending our 1-day Introduction to ISO 27001 
training course.

Key topics
Topics covered on the course include:

	• an overview of ISMS based on ISO 27001
	• the PDCA cycle
	• information pathways
	• HR controls
	• cloud computing and data centres
	• facilities management controls
	• network management
	• admin controls
	• event monitoring
	• IT controls
	• bespoke controls

Skills gained
By the end of the course delegates will have 
gained confidence in applying and auditing 
Annex A controls in their ISMS. This includes 
a deeper understanding of its technological 
controls, and enhanced orientation of 
interactions between controls.

Course agenda
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A certificate of completion will be awarded to 
delegates who attend the whole course.
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Course agenda

Our training courses are designed to 
optimise the learning experience for 
delegates both in face-to-face settings  
and in our Virtual Classroom. 

You will receive an Annex A guidance 
document which contains all the Annex A 
Controls as our recommended pre-course 
reading. Delegates do not have to bring the 
entire standard to the course, and can use this 
guidance document for reference. 

Under the guidance of our expert tutors, 
attendees will follow an agenda which is 
briefly outlined below:

	• Welcome and Introductions

	• Overview of ISO 27001:2022 (refresher)

	• Game 1 Information pathways

	• Case study brief

	• Game 2 HR controls

	• Game 3 FM controls

	• BREAK

	• Game 4 Admin controls

	• Game 5 IT controls

	• Examples of bespoke controls (not explicit 
in Annex A)

Games are interspersed with quizzes and 
technical sessions.

In-company training
Ideal for groups, you can receive this course 
exclusively for your organisation at your 
premises or online in our user-friendly Virtual 
Classroom.

Enjoy cost-effective flexibility and personalised 
learning with tailored messaging designed 
to address your unique business challenges.
Contact us for a quote. 

Reviews & Booking

mailto:contact%40bywater.co.uk?subject=In-company%20training%20-%20ISO/IEC%2027001%3A2022%20Annex%20A%20Controls


Booking is easy

Simply select a course date and venue and 
fill in the online form. View our full range of 
courses at www.bywater.co.uk 

If you have any questions please call us on 
0333 123 9001, use our online chat or email 
contact@bywater.co.uk

Read our Information Security - ISO 27001 
course reviews

“

The tutor was very knowledgeable and 
was highly proficient with the delivery 
of ISO 27001. He made the course a lot 
more interesting and engaging. 

Capita

“

This is my second Bywater course 
and I have really valued the insights of 
the tutors and in facilitating a relaxed 
learning atmosphere. I felt confident 
to ask questions and also learn from 
other people in the room. Whilst one can 
google a lot of this stuff, it’s much harder 
to get the personal insights/tips online.
Netnodes Limited

Why train with Bywater?

Bywater is the leading independent 
provider of professional management 
systems training in the UK. 

Our expert training offers practical 
understanding of how to realise the benefits 
and assess the success of implementing and 
operating successful management systems.

Bywater delegates know they can rely on 
proven training delivered by experts at times 
and locations to suit their needs.

40 years established

100+ course titles

15 UK locations

1000+ courses annually

  Global Virtual Classroom
 
CQI & IRCA, ISEP, RSS and IOSH approved  
training provider.

VIEW DATES & VENUES

“
The tutor was very good, knowledgeable 
and took the time to explain all aspects 
of the course contents. 
Crime & Fire Defence Systems Ltd

https://www.bywater.co.uk
https://www.bywater.co.uk
mailto:contact%40bywater.co.uk?subject=
https://www.bywater.co.uk/reviews/?cat=iso-27001
https://www.bywater.co.uk/reviews/?cat=iso-27001
https://www.bywater.co.uk/course/iso-iec-270012022-annex-a-controls/#dates-list

