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ISO 27001 Internal Auditor 
Explore the skills needed to carry out 
internal information security management 
systems (ISMS) audits on this ISO 27001 
Internal Auditor training course.

A certified and well-maintained ISMS is a clear 
indication that your organisation is adhering to 
good information security practices.

This 2-day course builds around a highly 
interactive case study with workshops that give 
attendees practical experience of the key stages 
of an audit.

As a result of attending this course delegates 
will be able to prepare, conduct, report and 
follow up an ISMS internal audit against ISO 
27001:2022.

COURSE DURATION
2 days

CPD
Equivalent to 14 hours 

COURSE PRICE
From £895 + VAT

DATES & VENUES
View dates & venues

CERTIFICATES
All delegates will receive a certificate 
on completion. 

Course details

https://www.bywater.co.uk/course/iso-27001-internal-auditor-training-course/#dates-list
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Who should attend?
The ISO 27001 Internal Auditor training course 
is suitable for anyone managing or carrying 
out an internal audit, or who would like to 
know more about ISMS audits to help them 
perform their roles. That includes:

	• those those who are or will be performing 
internal ISMS audits and need the requisite 
skills

	• those who will be audited and want to 
understand how the internal audit process 
works

	• quality managers taking on ISMS 
responsibilities

	• IT managers and  professionals with 
information security responsibilities, such 
as compliance managers, information 
assurance managers and risk managers 

If potential attendees have little or no prior 
knowledge of ISO 27001 then we recommend 
they first join our Introduction to ISO 27001 
training course, delivered the day before the 
Internal Auditor course. We offer a discount of 
£100 when booking these courses together.

Skills gained
On completion of this IEMA approved ISO 
14001 Internal Auditor course, delegates will 
be able to:

	• explain the roles, procedures and 
documentation within an ISMS internal audit

	• plan, prepare and conduct an effective 
internal ISMS audit against ISO 27001

	• present audit findings and advise on 
potential corrective actions

	• identify opportunities for continuing ISMS 
improvement 

Key topics
Topics covered on the course include:

	• introduction to auditing an ISMS based on 
ISO 27001

	• relationship between ISO 27001 and the rest 
of the ISO 27000 family

	• auditing process, including:
	• preparation – document review, audit plan, 
audit checklist

	• performance – interviews, demonstrations, 
records

	• reporting – audit report and nonconformity 
writing

	• follow up – correction, cause analysis and 
corrective action

	• factors determining audit frequency
	• ISO 27001 Annex A controls
	• risk assessment and risk management
	• statement of Applicability (SoA)
	• continual improvement of the ISMS

Course agenda

Jennifer Smith 

Delegates will receive a certificate of 
completion to signify their new knowledge 
and skills in ISO 27001 internal auditing.

https://www.bywater.co.uk/course/introduction-isoiec-27001-training-course/
https://www.bywater.co.uk/course/introduction-isoiec-27001-training-course/
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Course agenda

Our training courses are designed to 
optimise the learning experience for 
delegates both in face-to-face settings  
and in our Virtual Classroom.

Under the guidance of our expert tutors, 
attendees will follow an agenda which is 
briefly outlined below:

	• Welcome and Introductions

	• Module 1 ISMS & ISO 27001

	• Workshop 1 Biggest Threats to Information 
Security

	• Module 2 ISMS Audit Overview

	• Workshop 2 Qualities of an Auditor

	• Module 3 Audit Planning

	• Module 4 Audit Performance

	• Workshop 3 Case Study – Auditing a Risk 
Assessment

	• Workshop 4 Case Study – Writing a 
Checklist

	• Review Pre-course work

	• Day 1 Review

	• Workshop 5 Conducting an Audit

	• Workshop 6 Auditor Review to Assess 
Findings

	• Module 5 Audit Reporting

	• Module 6 Audit Follow-up

	• End of Course Quiz

	• Course Review

In-company training
Ideal for groups, you can receive this course 
exclusively for your organisation at your 
premises or online in our user-friendly Virtual 
Classroom.

Enjoy cost-effective flexibility and personalised 
learning with tailored messaging designed 
to address your unique business challenges. 
Contact us for a quote.

Reviews & Booking

mailto:contact%40bywater.co.uk?subject=In-company%20training%20-%20ISO%2027001%20Internal%20Auditor


Booking is easy

Simply select a course date and venue and 
fill in the online form. View our full range of 
courses at www.bywater.co.uk 

If you have any questions please call us on 
0333 123 9001, use our online chat or email 
contact@bywater.co.uk

“

I didn’t have have much knowledge of 
ISO 27001 but after taking the course I 
feel confident that I can apply what I have 
learnt. The Annex A is a great reference 
guide and has already help me carry out 
my first ISO 27001 internal audit. 

Crime & Fire Defence Systems Ltd

Why train with Bywater?

Bywater is the leading independent 
provider of professional management 
systems training in the UK. 

Our expert training offers practical 
understanding of how to realise the benefits 
and assess the success of implementing and 
operating successful management systems.

Bywater delegates know they can rely on 
proven training delivered by experts at times 
and locations to suit their needs.

40 years established

100+ course titles

15 UK locations

1000+ courses annually

  Global Virtual Classroom
 
CQI & IRCA, IEMA, RSS and IOSH approved  
training provider.

VIEW DATES & VENUES

“

The tutor was extremely knowledgeable 
and very encouraging to me, as someone 
very new to ISO 27001 and trying to 
build a system from scratch. I really 
enjoyed the whole course and can see a 
much clearer line of sight to what I want 
to achieve.

Netnodes Limited

Read our Information Security - ISO 
27001 course reviews

“
The tutor was fantastic and was able to 
explain and put into real-life scenarios 
how the ISO 27001 standard applies 
across different industries.

Arcus FM

https://www.bywater.co.uk
https://www.bywater.co.uk
mailto:contact%40bywater.co.uk?subject=
https://www.bywater.co.uk/course/iso-27001-internal-auditor-training-course/#dates-list
https://www.bywater.co.uk/reviews/?cat=iso-27001
https://www.bywater.co.uk/reviews/?cat=iso-27001

