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ISO 27001 ISMS
Implementation

Learn to implement an ISO 27001 based
information security management system
(ISMS) that mitigates risks around the use
and storage of information, on this ISO
27007 Implementation training course.

The first day of this 2-day course provides a
detailed overview of the standard, ISO/IEC
27001:2022, exploring its benefits, structure and
requirements.

On the second day delegates will develop their
implementation skills through workshops and
activities led by an expert ISMS tutor. Using

a central case study, students will build key
elements of an ISMS by walking through ISO/IEC
27001:2022 and creating documented information
for specific clauses and controls.

Upon completion of the course, delegates will
understand the actions required at key stages in
an ISMS implementation project, as well as the
process for ISO 27001 certification.

COURSE DURATION
2 days

CPD
Equivalent to 14 hours

COURSE PRICE
From £895 + VAT

DATES & VENUES
View dates & venues

CERTIFICATES
All delegates will receive a certificate
on completion.
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Who should attend?
This training course is suitable for:

¢ newly-assigned members of staff wanting
gain a greater understanding of how an
effective ISMS is developed

e those in charge of implementing an ISMS
based on ISO 27001

¢ anyone supporting the implementation of
an ISMS

e anyone wanting to improve an existing ISMS
to meet the requirements of 1ISO 27001

e those at organisations seeking certification
to ISO 27001

No prior knowledge of ISO 27001 is required
as the course includes the Introduction to ISO
27001 training course.

Key topics

Topics covered on the course include:

overview and analysis of ISO 27001

the relationship between ISO 27001 and the
ISO 27000 family

key components to an information security
management system (ISMS)

identifying and developing ISMS policies,
processes and procedures

methods for developing an ISMS
implementation plan

risk management

support and maintenance of an 1ISO 27001
ISMS

controls — Annex A and other requirements

e why some ISMS implementations fail

e the certification process and certification
body selection

Skills gained

After successful completion of this ISO 27001
Implementation training course delegates will
understand:

e the structure and requirements of ISO 27001

e the key components of an information
security management system (ISMS)

e the necessary steps of an implementation
project, including how to; plan, create policy,
assess and manage risk, create objectives,
organise training and implement controls

¢ [SMS documentation requirements

e the certification process

¢ how to support and maintain an effective
ISMS
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A certificate of completion will be awarded to
delegates who attend the whole course.
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Course agenda In-company training

Our training courses are designed to Ideal for groups, you can receive this course
optimise the learning experience for exclusively for your organisation at your
delegates both in face-to-face settings premises or online in our user-friendly Virtual

; . Classroom.
and in our Virtual Classroom.
Enjoy cost-effective flexibility and personalised

The course.is based around the following learning with tailored messaging designed
structure with workshops and case study to to address your unique business challenges.
apply knowledge learned: Contact us for a quote.

¢ Welcome and Introductions
e Module 1 Information Security

¢ Module 2 Information Security Management
Systems

e Workshop: What are your current issues?
e Workshop: The Cloud — Benefits and Risks
* Module 3 Risk Management

e Workshop: Risk Assessment

e Module 4 Annex A Controls

e Workshop: ISO 27001:2022 Annex A
Controls

e Module 5 Aligned Standards

¢ Module 6 ISMS Considerations and Features
e Module 7 ISO 27001 Certification

* Module 8 Knowledge Quiz

e Summary

e Review of Day 1

e Module 9 The Benefits of ISO 27001

e Module 10 Key Elements of an ISMS

e Case study briefing

e Workshop: Clauses 4 to 6

e Workshop: Clause 6 continued and Annex A
e Module 11 Support, Operation, Evaluation

e Module 12 Other requirements (Annex A)

e Module 13 Why implementations fail

e Summary

Reviews & Booking >
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The tutor was excellent: knowledgeable,
pragmatic, quick to understand our
specific situation, and keen to tailor the
course appropriately.

UK Biocentre Limited

Really good tutor. | had no experience
going into this training and | have come
out knowing a lot!

Ultra Maritime SMAP

The tutor was fantastic and was able to
explain and put into real-life scenarios
how the ISO 270071 standard applies
across different industries.

Arcus FM

The course helped with understanding
how | should progress our ISMS and ISO
27007 implementation, and prepare for
our first audit.

Enoda Ltd

Read our Information Security - ISO 27001
course reviews

Bywater

Why train with Bywater?

Bywater is the leading independent
provider of professional management
systems training in the UK.

Our expert training offers practical
understanding of how to realise the benefits
and assess the success of implementing and
operating successful management systems.

Bywater delegates know they can rely on
proven training delivered by experts at times
and locations to suit their needs.

40 years established
100+ course titles
15 UK locations

1000+ courses annually

@ Global Virtual Classroom

CQl & IRCA, IEMA, RSS and IOSH approved
training provider.

VIEW DATES & VENUES

Booking is easy

Simply select a course date and venue and
fill in the online form. View our full range of
courses at www.bywater.co.uk

If you have any questions please call us on
0333 123 9001, use our online chat or email
contact@bywater.co.uk
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